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EXECUTIVE SUMMARY

The UN Security Council and General Assembly have recognised that the spread of
misinformation, disinformation, and hate speech (MDH) presents a significant threat to the
credibility, effectiveness, and safety and security of United Nations (UN) peacekeeping operations.
Freedom of expression may be fully enjoyed through the flow of information that is accurate and
reliable, in an open, inclusive, safe and secure information environment.

The Department of Peace Operations (DPO) has begun strengthening the capacities of
peacekeeping operations to understand and respond to information threats and promote
information integrity. ' In December 2024, following an extensive consultative process, the
Department promulgated a Policy of Information Integrity in Peacekeeping Settings which
provides the foundations for information integrity related initiatives within UN peacekeeping. This
review was commissioned by DPO in this context, to assess how uniformed peacekeepers may
play an active role in strengthening information integrity, complementing civilian capacities.

Ultimately, information integrity is a strategic and operational imperative that impacts the success
of peacekeeping mandates to further peace and security, and is not simply a communications issue.
By implementing the recommendations outlined in this report, DPO can strengthen its ability to
make the information ecosystem more resilient, counter harmful information, build trust with local
communities, and enhance the overall performance of its peacekeeping missions in complex
operational environments.

This report highlights that addressing information threats requires a systematic and coordinated
approach that integrates military and police components into a broader mission strategy for
information integrity. Enhancing uniformed personnel’s ability to analyse, respond to, and mitigate
information risks requires doctrinal updates, specialized and generalist training, and clearer

! Information integrity refers to an information ecosystem in which freedom of expression is fully enjoyed and information that is accurate, reliable,
free from discrimination and hate is available to all in an open, inclusive, safe and secure information environment. Promoting information integrity
involves empowering people to exercise their right to seek, receive and impart information and ideas of all kinds and hold opinions without
interference. The erosion of the integrity of information through misinformation, disinformation, or hate speech can undermine people’s ability to
exercise their human rights and hamper efforts to achieve peace, prosperity and a livable future. United Nations Global Principles for Information
Integrity, June 2024




command structures that empower peacekeeping forces to act swiftly and effectively. It will be
critical to establish dedicated information operations capabilities within force structures, improve
coordination with civilian-led strategic efforts, including communications, and deploy specialized
tools.

Peacekeeping military and police doctrine currently lacks sufficient guidance on the information
domain, strengthening information integrity and countering information harms. Command
structures on information-related activities within military and police units vary across missions
and internal information-related functions are often poorly linked, leading to inefficiencies in
responses. Peacekeepers have direct access to local populations and are therefore well-positioned
to identify and mitigate the spread of false or misleading information, but they require training,
improved coordination with civilian-led initiatives, and better tools. Civil-military coordination
(CIMIC) and community-oriented policing should include deliberate efforts to build trust and
resilience and promote the circulation of accurate and reliable information. By embedding
information integrity into core peacekeeping doctrine and operational cultures, missions can
enhance their ability to proactively strengthen the information ecosystem.

Summary of Recommendations

The review presents the recommendations below on how military and police components can
contribute to strengthening information integrity.

Policy and Doctrine

1. A new concept for information operations in UN peacekeeping, building on the
Information Integrity Policy. This concept and guidance should set out parameters, delimitations,
and functions, and can define roles related to analysis, engagement strategies, and tactical
communication.

2. Update guidance. Update DPO-wide guidance, as well as core military and police
guidance documents (e.g., UNIBAM, Force Headquarters Manual, Strategic Guidance
Framework) and specialised guidance to explicitly incorporate information integrity and MDH-
related responsibilities, including on CIMIC, community-led and peacekeeping intelligence-
oriented policing, engagement platoons and military strategic communications officers.

3. Review of uniformed local engagements. DPO should evaluate how military and police
personnel engage with local communities to ensure patrols and interactions align with mission
objectives, including integrating feedback from the community on their interactions with
peacekeepers.

4. Fully operationalise Engagement Platoons. All infantry battalions should now include
engagement platoons, and DPO should take action to ensure they are meaningfully included within
current and future deployments, include updating existing and future statements of unit
requirements, where necessary, and working with TCCs to encourage the achievement of gender
parity in platoon personnel.
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Authority, Command, and Control

5. Effectiveness and conduct. Credible peacekeeping depends on effective performance and
professional conduct. Disinformation exploits existing vulnerabilities. Greater accountability to
the population through two-way dialogue and communications is needed, but cannot substitute the
highest standards of conduct and effective peacekeeping performance.

6. Information risks should be integrated into daily operational analysis, assessment,
and reporting to strengthen both operational and strategic decision-making.

7. Clarify command and decision-making processes for strategic communications.
Building on recent improvements and updated guidance, define clearer lines of authority between
force/police leadership and strategic communications components to ensure consistency in
messaging and rapid responses to information threats.

8. Strengthen the integration of information operations into the force structure.
Strengthen the role of military components in analysing and addressing information harms by
embedding information-related responsibilities within force HQ structures (e.g., U-2, U-3, U-9
branches), and apply a similar approach to police components.

9. Articulate the roles of military and police components in outreach, community
engagement, and trust-building. This includes strategies on addressing mis/disinformation and
information integrity and ensuring communications plans align with and support broader mission
communication strategies.

10. Deploy continuity officers to mitigate knowledge gaps. Introduce continuity officers to
improve knowledge retention and sustain local engagement efforts across rotating military and
police deployments.

Comparative Advantages, Capabilities, Skillsets, and Tools

11. Focus efforts where military and police components have a comparative advantage.
Prioritize areas where military and police add distinct value to mission-wide information integrity
work - such as field verification, offline engagement, and CIMIC.

12. Build capacity of national security actors. UN police should integrate information
integrity into capacity-building efforts for national security actors, including on freedom of
expression, crowd-control and hate speech in line with international standards.

13. Strengthen pre-deployment and in-mission training. The reinforcement training
package for military and police officers is a good start, but ongoing pre-deployment and in-mission
training is required to elevate the baseline knowledge of information risks amongst all uniformed
peacekeepers.

14. Enhance training and recruitment of information personnel. Systematize competitive
selection processes for Military Strategic Communications Officers (MSCOs) and Police Strategic

5



Communications Officers / Focal Points (PSCOs/FPs), ensuring personnel have appropriate skills.

15.  Expand monitoring and analysis capabilities. As relevant, provide military and police
components with specialized tools and training for monitoring offline and online information
environments in complement to civilian activities and as part of whole of mission processes.

16. Strengthen production capabilities. Equip military and police units with in-house
graphic design, printing, and content production tools to allow for agile and effective counter-
narrative efforts against MDH campaigns.

17.  Develop and deploy specialised units for deployment on an as-needed basis.
Specialised police or military capacities should be pre-identified for possible deployment ahead of
or during high-risk periods such as draw-down or elections, when MDH may escalate. Capacities
may relate to monitoring and detection; digital investigations; strategic communications; or
capacity-building.

18. Selection of MSCQOs, PSCOs should be based on competitive requirement processes
and strive for gender parity. To support these efforts DPO should work with TCCs and PCCs to
foster a gender balanced and geographically diverse cadre of personnel with appropriate skills and
training in strategic communications and information operations.

19. Systematically deploy Community Liaison Assistants and interpreters. Ensure CLAs
and interpreters are embedded at all levels of units engaging with local populations - particularly
those conducting patrols - to enhance understanding of and responsiveness to the local information
environment.



INTRODUCTION

The growing threat of mis/disinformation and hate speech (MDH) to the strategic goals of United
Nations (UN) peacekeeping operations is now well understood and has been repeatedly
acknowledged in General Assembly and Security Council resolutions.? Misleading and/or
manipulated information about a peacekeeping mission can affect its credibility, undermine trust
in the UN, and jeopardise peacekeeper safety and security. Equally, hate speech by conflict parties
and amongst host communities can inflame inter-group tensions, threaten civilians and imperil
efforts to achieve durable political settlements.

In response to these emerging challenges, the Security Council and the General Assembly’s
Special Committee on Peacekeeping Operations have directed the UN Secretariat and individual
peacekeeping missions to, in the words of the Special Committee, undertake efforts "in
cooperation with host States, to prevent, detect and combat disinformation, misinformation and
hate speech against civilians."3 The Department of Peace Operations (DPO) has developed a
capstone Policy on Information Integrity in Peacekeeping Settings, promulgated in December
2024. The Policy establishes a Monitoring-Analysis-Response-Evaluation cycle to understand the
information environment in peacekeeping settings and craft a range of responses — from strategic
communications to community engagement — to mitigate risks and contribute to a resilient
information ecosystem. As part of its work on information integrity, DPO has also rolled out
monitoring tools, operational guidance, training materials and technical assistance for individual

missions to address MDH in each unique mission context.

This review is part of DPO’s efforts to ensure UN peacekeeping operations are fit for purpose in
an evolving peace and security landscape. While not new, false, misleading and/or manipulated
information has been turbocharged by digital media, and requires upskilling, new capabilities, and
shifts in peacekeeping structures to mitigate harms. These efforts are consistent with Action for
Peacekeeping Plus (A4P+) reforms, and the Secretary-General’s United Nations 2.0 initiative. The
review, and DPQO’s broader work on information integrity, also represent part of the Department’s

% See, for example, UN General Assembly, Resolution A/RES/76/274, 7 July 2022; and UN Security Council, Resolution S/RES/2640, 29 June
2022.

3 UN General Assembly, Report of the Special Committee on Peacekeeping Operations 2024 Substantive Session (19 February—15 March 2024)
A/78/19, 2024.



contribution to the Global Digital Compact, annexed to the Pact for Future.

DPO recognises that harmful information has political, social, technological, communications and
operational dimensions. This requires a multidisciplinary response from civilian and uniformed
components. Complementing the role of civilian components that steer the work on information
integrity at the mission level, this review focuses on the specific contributions that military and
police components in peacekeeping missions can make to tackle the evolving challenge of
information harms. The review explores ways of strengthening unity of effort through greater
coherence, coordination, and collaboration within uniformed components as well as between
uniformed and civilian components regarding MDH. There is also a need to better link military
and police components to mission-wide, civilian-led activities that shape the mission’s posture,
operational character and actions on the ground.



METHODOLOGY

This Review of Uniformed Capabilities to Strengthen Information Integrity was commissioned by
DPO to analyse the challenges and opportunities for military and police components to better
address MDH as part of broader mission efforts. It also provides recommendations for
consideration by DPO leadership. The review focused on the following areas:

Policy and doctrine, taking into account existing policy and guidance, and drawing on the Policy
on Information Integrity in Peacekeeping Settings.

Structures and chain of command, based on a study of existing structures and reporting lines of
relevant capabilities in the Force and Police components across missions, and interviews of current
and former uniformed peacekeepers.

Comparative advantages, capabilities, skill profiles and tools, assessing the capabilities and skill
profiles of uniformed personnel required.

In September 2024, an expert review team was formed consisting of a former senior military
liaison officer, a former senior policy adviser and a civilian peacekeeping expert. With research
support from DPO’s Information Integrity Unit, the team undertook a comprehensive desk review
of internal documents, including DPO, Office of Military Affairs (OMA) and Police Division (PD)
policy and doctrine; Headquarters and mission guidance on strategic communications and
community engagement; End of Assignment Reports; and findings from previous and ongoing
strategic reviews, including the 2024 strategic review of OMA and the 2023 strategic review of
strategic communications across UN peacekeeping operations (S/2023/282).

In October 2024, the team held over three dozen meetings with stakeholders in DPO, other UN
entities, peacekeeping operations and external experts in New York. Throughout the review, the
team and the Division of Policy, Evaluation and Training (DPET) consulted the review’s
objectives, emerging findings and recommendations with Member States, including members of
the General Assembly’s Special Committee on Peacekeeping Operations (C-34), as well as
Member State Military and Police Advisors, to gather Member States’ views and advice. Meetings
with C34 members were held on 23 April, 11 October, 12 December and 18 December 2024 and
informal meetings with the Police Advisors and Military Advisors communities were held on 10
and 14 October 2024, respectively.



In November 2024, the team visited MONUSCO. The visit included meetings at mission
Headquarters in Kinshasa, including the Strategic Communications and Public Information
Division (SCPID) and Spokesperson, Senior Mission Planning Unit, and Political Affairs Division.
In Goma, the team met with the Acting Force Commander, Force Headquarters (FHQ) personnel,
including Military Public Information Officers (MPIOs)/Military Strategic Communications
Officers (MSCOs)# and Information Operations personnel; Police Headquarters (PHQ), including
the Deputy Police Commissioner and PHQ staff; the Goma Head of Office and several substantive
sections, including Strategic Communications and Public Information and Civil Affairs. In Beni,
the team held consultations with Force Intervention Brigade (FIB) HQ staff, the Beni Head of
Office and related personnel, Military Observers (UNMOs), and several units, including the
Tanzanian FIB Battalion, Kenyan FIB Quick Reaction Force (QRF), and Indian Formed Police
Unit (FPU). (See Annex II for a list of consultations).

The review would not have been possible without extensive input from and collaboration with UN
offices at Headquarters and in missions. The review team is particularly grateful to Lt. Col.
Seitebatso Pearl Block, Strategic Communications Focal Point in OMA and her predecessor,
Commander Marcia Braga; Dmitri Alechkevitch, Policy Adviser in PD; and the Strategic Planning
Unit and Offices of the Force Commander and Information Operations in FHQ of MONUSCO.
The team is also deeply grateful to Alejandro Murillo of the DPO Information Integrity Unit, who
provided extensive research and operational support, and to Minseon Kang, who provided
invaluable administrative support.

4 While communications personnel in military components have traditionally been referred to as Military Public Information Officers, they are
increasingly referred to as Military Strategic Communications Officers (MSCOs), whose updated roles are described in the DPO Policy on Roles
and Responsibilities of Military Strategic Communications Officers. Consequently, these positions will be referred to as MSCOs throughout the
report. Similarly, personnel formerly referred to as Police Public Information Officers (PPIOs) will be referred to as Police Strategic
Communications Officers (PSCOs).
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POLICY AND DOCTRINE

Integrating the information domain into DPO military and police doctrine

An analysis of military and police doctrinal documents (see Annex I) reveals that the information
domain is consistently absent. This reflects the speed at which MDH has become a strategic
consideration for peacekeeping operations. Guidance is needed on how the information
environment could affect them, how to shape the information domain to uphold safety and security
and enhance mandate implementation, and how mission actions may shape the information
environment.

Nevertheless, some progress has been made. Recent guidance for uniformed components,
including the 2023 POC Implementing Guidelines for the Military Component of UN
Peacekeeping Operations and the Policy on Military Strategic Communications Officers, discuss
in detail the integration of perceptions and communications -related aspects of operational design
and planning.

Furthermore, in the area of strategic communications, in addition to the Policy on Roles and
Responsibilities of Military Strategic Communications Officers (MSCOs), OMA issued a
Directive on the Integration of the Strategic Communications within military components in July
2023, both of which provide valuable guidance on the integration of mission communications
strategies into the organizational arrangements of Force Headquarters (FHQs).

While guidance on strategic communications for military components exists, the same is not true
of the police, and no doctrinal guidance exists on how critical aspects of these activities should be
conducted by individual units and experts on mission. These need to be systematically integrated
into component-wide processes, accountability structures and organizational culture. Moreover,
peacekeeping- and mission-wide planning processes must also be adjusted to incorporate the
effects of operations on public perceptions, in line with the 2024 DPO Policy on Information
Integrity in Peacekeeping Settings.

Information Operations

Despite the deployment of information operations teams in MINUSMA (prior to its closure),
MONUSCO, a Military Community Outreach Unit in UNIFIL and similar functions in other
11



missions, DPO lacks a concept for how uniformed peacekeepers should engage with the
information environment, beyond traditional understandings of “strategic communications,”
“public information” and “community engagement.” This ambiguity is reflected in operational
planning documents such as Mission Concepts and military and police Concepts of Operations.
Where information operations staff officers and unit capabilities have been deployed, they have
lacked clear and consistent guidance, and in some cases have tended to rely on national doctrine
to define their roles. In thinking through the role of UN peacekeeping-specific military doctrine
on information operations, four core areas can be considered:

1. Understanding the information environment. This could include: understanding the
attitudes, perceptions and behaviours of audiences and the best way of engaging them;
mapping key actors therein, including those that may be deliberately disseminating false,
misleading, or manipulated information; understanding the tactics, techniques, and
procedures used by such actors, and weaknesses in the actors that are disseminating such
information.

2. Conducting proactive campaigns and initiatives aimed at promoting relevant, reliable and
accurate information to contribute to an inclusive, open, and safe information environment,
including through partnerships with national counterparts and countering false, misleading
and manipulated information related to peacekeeping or its mandate areas.

3. Communicating relevant, reliable and accurate information in a timely manner to a
differentiated set of target audiences on the mission’s issues of concern, mandate and
actions.

4. The most effective tactics, techniques, and procedures to apply within the parameters of
the principles established in the Policy on Information Integrity, including non-
clandestinity and data privacy and protection, and the three basic peacekeeping principles.

Dedicated guidance on information operations would strengthen and sharpen uniformed
components’ actions and would be consistent with various peacekeeping policy areas. For the
approach to be effective, military and police planning should be aligned with - and guided by - a
broader mission-wide strategy on information integrity or strategic communications, while also
ensuring that expert analysis from the information operations function informs that broad strategy.

Leveraging specialized unit functions to enable a conducive information
environment

Doctrine for certain specialized functions within standard peacekeeping units could be well suited
to analysing and responding to MDH but requires updating and greater integration within standard
peacekeeping planning frameworks. These functions include:

Engagement platoons. Engagement platoons are embedded within the combat support company
of infantry battalions and are envisioned to be responsible for mapping the demography of a
battalion's area of operation (AOR). In 2022, a Military Unit Handbook for Engagement Platoons
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was published, describing a concept for local engagement by these units and the intended outcomes
of their activities, including enhanced situational awareness, improved relationships, and richer
information exchange between the platoon and other mission and UN actors. It specifies that the
platoons should be made up of at least 50 per cent women, which has been achieved in a number
of cases. The platoons could contribute to regular patrol reporting while also submitting dedicated
reports through the S-9 CIMIC branch. However, the Handbook makes little mention of how
engagement platoons should monitor, report on and, where appropriate, attempt to influence the
information environment by sharing information and engaging strategically with local actors. An
upcoming revision of the Handbook offers an opportunity to align this capability to the DPO Policy
on Information Integrity.

Civil-military-cooperation. Concepts for CIMIC functions are not well-tailored to modern
peacekeeping environments. The 2022 Policy on Civil-Military Coordination in UN Integrated
Peacekeeping Missions requires that military CIMIC personnel develop a “comprehensive civilian
operational picture” to support planning and the conduct of military operations in the mission.
However, the description of this picture focuses primarily on threats and opportunities for safety
and security and the protection of civilians. It does not specifically refer to the information
environment, nor potential impacts on perceptions of the mission and resulting opportunities or
constraints for the execution of mandated tasks. The CIMIC concept in peacekeeping operations
could be updated to place a greater emphasis on local perceptions and the information
environment. Additionally, CIMIC activities could be more strategically aligned with the objective
of strengthening acceptance and trust.

A model for effective CIMIC activities can be found in UNIFIL. As noted by the Office for
Peacekeeping Strategic Partnership (OPSP), community engagement is well integrated into the
work of uniformed peacekeepers in UNIFIL, not only specialized units, and is clearly aimed at
increasing acceptance of the force among local communities. Coordination and continuity in these
activities is ensured through strong liaison between the U-9 branch and the Civil Affairs
component, and formally managed through an Integrated Outreach Operations Cell (I0OOC) and a
Community Outreach Board. This model could be considered in other peacekeeping missions.

Peacekeeping-intelligence. Units deployed as part of peacekeeping-intelligence, surveillance and
reconnaissance configurations offer opportunities to enhance awareness of the information
environment through direct or indirect interaction with local communities. These include Long
Range Reconnaissance/Surveillance Units (whose tasks include human terrain reconnaissance),
such as those previously deployed in MINUSMA, and Tactical Human Peacekeeping-Intelligence
(HPKI) Units (whose tasks include the identification of attitudes and intentions of potential or
actual threats, liaison operations to build rapport and exchange information with local security
forces and civilian actors), as foreseen in the HPKI Handbook.

Community-oriented and intelligence-led policing. The contribution of police components to
understanding and shaping the information environment should be scaled up at all levels. The UN
Strategic Guidance Framework for International Policing includes "community-oriented" and
"intelligence-led" policing as core strategies of UN police. These concepts should be more
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systematically applied to not only address criminality but also to identify and counter
mis/disinformation and hate speech. For example, false rumours or conspiracy theories can — and
have — contributed to social unrest or acts of violence. Community-oriented and intelligence-led
policing can contribute to early warning, as well as de-escalation through engagement and
dialogue. The analysis of public safety threats by the police components — on the basis of
information collected — should consider the broader political, security and information context. To
do so, PD could explore creating new personnel profiles with specialized expertise on community
engagement methodologies.

UN Police capacity building. UN Police capacity building for national law enforcement could be
broadened to incorporate activities to strengthen information integrity, using appropriate
frameworks. As part of the process of updating the Strategic Guidance Framework for
International Policing, there is an opportunity to standardize emerging good practices for UN
police in building the capacity of national law enforcement actors to understand the impact of
MDH on national political and security environments and to promote the free flow of reliable and
accurate information. For example, in 2023, the police component in MINUSCA delivered training
for CAR police and gendarmerie on countering hate speech and disinformation in the lead-up to
national elections. Using materials developed by the Standing Police Capacity (SPC), the trainings
received positive feedback from national authorities and were subsequently expanded to
incorporate national administrative officials as well.

As this type of capacity building support expands to other missions and is standardized in doctrine,
it will be important to ensure that policy and training materials are aligned to the DPO Policy in
Information Integrity and incorporate international frameworks and best practices for activities by
national law enforcement in the information environment. This includes the Rabat Plan of Action
on the prohibition of advocacy of national, racial, or religious hatred that constitutes incitement to
discrimination, hostility or violence; guidelines on communications by national security services
during crisis situations; and standards for engaging with social media platforms.

In support of these efforts, a Reinforcement Training Package (RTP) designed for military and
police unit decision-makers, leaders and staff at the tactical level has been developed. The RTP
offers troop and police-contributing countries a comprehensive training package to bolster tactical
readiness and strengthen participants’ understanding of MDH and associated threats within UN
peacekeeping operations.

In the broader UN system, UNESCO has developed a variety of guidance documents and training
materials for security forces on information integrity and, since 2013, has trained over 12,000
security personnel on freedom of expression, protection of journalists, and effective information
sharing. There is an opportunity for UN police to leverage these frameworks and materials to
further expand its capacity building activities in this area.
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AUTHORITY, COMMAND AND CONTROL

Decentralised decision-making on communications

The review identified two strong but countervailing imperatives in the prevention of or response
to MDH by uniformed personnel.® On the one hand, there is a desire among civilian peacekeepers
to ensure greater consistency and discipline in what is communicated by mission personnel at all
levels. Some cited language barriers, cultural variations, and uneven communication skills
amongst uniformed components as a major liability for a decentralized approach to
communications. These risks are amplified by the growing use of social media and the ease within
which local events can become national news.

On the other hand, many uniformed leaders expressed frustration with the slow response to
localized rumours, allowing them to grow unchecked, with tangible consequences for personnel
on the ground. In End of Assignment Reports and interviews with the review team, senior military
peacekeeping commanders called for communications decision-making cycles that are internal to
the Force, allowing units and Sector/Force HQs to identify and communicate to dispel rumours,
misunderstandings or directed information campaigns before they take hold. Moreover, a more
rapid reaction time would allow the Force to leverage events more proactively to generate tactical
advantages over belligerents in the information space.

Given the importance of timely local-level communications, a more decentralized approach to
communications and community engagement is necessary. To manage risks, more proactive and
integrated messaging at the strategic level is required to empower lower levels of the chains of
command to react to events appropriately and in line with broader mission objectives. Moreover,
responsibility for analysing and taking action on the basis of local perception and communications
opportunities, in cooperation with the civilian component, must be significantly enhanced at lower
levels of the military and police chains of command.

> Analysis of UN Peacekeeping Missions End of Assignment Reports (EoAR) from 2019, DPET/DPO, July 2024.
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The interplay between legitimate grievances and MDH

Ineffective operations, poor performance and/or misconduct can serve as the basis for many critical
narratives. It is vital to acknowledge that the negative narratives about missions can originate from
the actions of missions themselves. Efforts to improve the effectiveness of mission activities,
strengthen the capacities and performance of mission personnel, and prevent and respond to
misconduct are therefore central to preventing harmful information.

Dissatisfaction with the perceived effectiveness, performance or conduct of peacekeepers
generates ready-made and compelling narratives about missions. Legitimate frustrations with the
overarching mandate of a peacekeeping operation, the failure to operate robustly within the bounds
of the mandate (e.g. in relation to POC threats), and cases of misconduct such as sexual
exploitation and abuse are among the legitimate criticisms levelled at peacekeeping missions. In
many cases these narratives have become a vicious cycle, through which local populations,
national security actors and host governments find what they see as plausible ulterior motives
(laziness, venality, predation of resources, geopolitical interests, etc.) for these performance
failures, with a knock-on effect on trust. Mistrust in turn leads to limits on cooperation or the
imposition of restrictions on freedom of operations, further impacting effectiveness. It is
paramount that missions enhance transparency and accountability vis-a-vis national counterparts
when it comes to remedial action for performance failure and shortcomings.

Internal military and police arrangements

This section analyses challenges within the command-and-control arrangements for
communications and community engagement by the military and police components and their
integration with mission-wide efforts. It offers recommendations to manage the tension between
the importance of disciplined, strategically informed communications and the importance of rapid
response on the ground.

Military strategic communications potential limited by current Public Information and CIMIC
Sfunctions. Military communications and engagement roles for peacekeepers tend to be divided
between MSCOs and the U-9 CIMIC branch (in some cases the MSCO is part of the U-9, while in
others it is attached to the Office of the Force/Sector Commander). Key exceptions are
MONUSCO and, formerly, MINUSMA, where Information Operations Cells are/were established
as stand-alone functions; and in UNIFIL, where a Military Community Outreach Unit is under the
tasking of the SCPI, and CIMIC activities are well integrated into all unit.

With these exceptions, CIMIC branches are primarily focused on information sharing, avoiding
collateral damage and liaising with humanitarian actors. At the FHQ level, MSCOs often serve
primarily to document the activities of the Force Commander and internal activities of the Force,
such as medal ceremonies, meetings with national officials and visiting delegations, and public
representation activities. Importantly, FHQ MSCOs also serve as a conduit for organizing
information and images received from MSCOs at the sector and unit levels and transmitting these
to the Strategic Communications component for use in communications materials. However, as
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discussed below, MSCOs at the sector and unit level tend to play similar internal roles, while also
documenting CIMIC activities of only limited strategic communications value. Due in part to the
currently limited doctrinal scope for UN police in the information domain, the roles of Police
Strategic Communications Focal Points are even more limited, and there are fewer deployed.

In the absence of detailed guidance, suitable capacities and up-to-date, relevant messages, some
military and police units have tended to focus on formal and informal CIMIC activities as their
core basis for community relations. Quick Impact Projects (QIPs), both UN- and contingent-
provided are regularly mentioned by sector personnel as an important function of their units and
critical to gaining the support and trust of local communities. However, these projects often take a
long time to complete and represent a tiny fraction of the potential projects identified through
patrols and in daily UNMO reports, which suggests that QIPs are insufficient as a means of
influencing local perceptions of the mission. Among missions, UNIFIL stands out for
systematically measuring the sustainability and effect of QIPs on a two-year cycle, and using this
information to inform future projects.

Informal CIMIC activities also suffer from a lack of overarching strategy. Units regularly report
sharing food with local community groups, organizing medical treatment centres and distributing
supplies to school children. There is little evidence to suggest that these activities are directed or
prioritized based on an analysis of how they might influence perceptions in strategic areas or
among strategic populations, or how they might be leveraged to further strategic mission
objectives. Moreover, the frequent rotation of military and police units and personnel pose
significant challenges for continuity in uniformed peacekeepers’ understanding of the operating
environment and their relationships with local interlocutors and communities.

Without strategic intent, these activities risk amounting to high-transaction-cost humanitarian
activities. Additionally, where expectations for assistance are raised and not fulfilled, perceptions
of the mission risk being undermined over time. In MONUSCO and UNMISS, for example, the
UNMO questionnaire for daily community patrols includes a question on the development- and
humanitarian-related needs of a community, which the mission has little capacity to meet. UNMOs
in Beni reported to the team that the failure to address stated requests has soured relations with
community leaders over time and degraded the quality of security-related information they receive.

As discussed above, engagement platoons are ideally placed to conduct monitoring and analysis
of the information environment and provide a conduit for scaling up such analysis across military
components as a standard feature of infantry battalions and could contribute to more strategic
CIMIC activities. However, in practice, engagement platoons are used inconsistently as part of
infantry battalions and could be leveraged much more strategically as part of a deliberate
component- and mission-wide strategy for shaping the information environment.

Strengthening the integration of information-related activities in the force structure, including
through the introduction of a peacekeeping-specific concept for information operations, would
improve coordination and help all relevant functions of the structure operate more strategically.
Vertically integrating local engagement and CIMIC activities within the force and enhancing links
to mandate implementation, peacekeeping-intelligence, operational planning and strategic
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communications present opportunities to leverage unit-level local engagement in service of more
strategic objectives, in closer alignment with whole-of-mission processes. Integrating information
operations more comprehensively across the force structure, while retaining the documentation
role of the MSCO and the local engagement role of CIMIC personnel and other outward-facing
unit components, would help to enhance the contributions of all three roles in understanding and
influencing the information environment. Figure 1 highlights the roles of key parts of the force
structure in strengthening the integration of information operations roles into military activities.
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Figure 1. Strengthening the integration of information operations into force structures

BRANCH

2

FORCE HQ (U)
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Contribute analysis of other actors’
information operations
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Inform mission Information Integrity
mechanisms decision-making

Design communication plans for operations
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Lead effects-based campaign planning
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objectives
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Input to Force communications plan
Design public information messaging with
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Uniformed components within a whole-of-mission approach

The relationship between the civilian strategic communications component and uniformed
information personnel is unclear and under-coordinated. To enable military and police components
to be more involved in disseminating messaging on behalf of the mission to address MDH, it is
necessary to clarify ambiguous authorities for decision-making on official messages released by
the mission. Policy documents offer varying guidance on this question: the Policy on Strategic
Communications in Peace Operations® states that MSCOs and PSCOs fall exclusively under the
authority of the FC and PC, respectively, but are expected to work closely with the strategic
communications component. The Force Headquarters Manual, on the other hand, states that
MSCOs frequently work under the direction of the Chief Strategic Communications or
Spokesperson. More rapid action at the tactical level to address MDH requires that lower levels of
the chain of command be involved in directing communications activities. In turn, it is critical that
all military and police personnel involved in communications and local engagement work
consistently within a unified strategy.

This challenge is exacerbated by the fact that mission strategies with outreach, community
engagement and/or trust building dimensions do not always explicitly articulate military and police
components’ contributions. At mission-wide communications strategies tend to not differentiate
among mission components, leaving these to the Force and Police communication plans, if they
exist. Many communication strategies prepared by mission strategic communication components
do not include provisions to address information operations by conflict actors. Mission strategies,
including those related to communications, and mission planning processes should identify
specific military and police roles in promoting information integrity. Uniformed communications
plans should provide for the execution of these roles, including roles and responsibilities at various
levels of the chain of command.

Analysis, strategy development and daily decision-making about MDH is insufficiently
coordinated between the strategic communications component, FHQ and PHQ. At present, civilian
personnel often report difficulties in obtaining information from the field to verify rumours or
reports; in retrieving communications materials, such as photos from events or incidents, in a
timely manner for publication; and in gaining military and police participation in coordination and
decision-making fora, including crisis communications/MDH coordination mechanisms.

¢ DPO, Policy on Strategic Communications and Public Information, Doc. No. 2016.11, 2017.
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COMPARATIVE ADVANTAGE, CAPABILITIES, SKILLSETS AND
TOOLS

Military and police components offer considerable comparative advantages within whole-of-
mission efforts to analyse and respond to MDH. The review identified many examples, current
and potential, in which uniformed components could offer considerable added value to whole-of-
mission efforts to strengthen information integrity and address MDH. With adequate selection,
recruitment, training and integration into mission-wide processes, military and police personnel
and units could leverage their capabilities to impact the information environment in ways civilian
personnel cannot. This includes the use of specialized military and police tools and techniques, by
leveraging access to the deep field and insecure areas, and by conducting well-publicised security
operations that achieve results. The following captures areas of particular comparative advantage
for military and police components. For each, requirements and challenges for the realization of
these advantages are noted.

Figure 2. Areas of comparative advantage for uniformed components in addressing MDH as part
of whole-of-mission processes

Comparative advantage Requirements Challenges

Verification: The deep field Capacity of uniformed Military and police unit

deployments of uniformed
personnel (either permanently
or on patrol) enable military
and police units to monitor,
analyse and verify rumours or
unconfirmed reports that
could contribute to MDH,
allowing the mission to pre-
or debunk them and provide
accurate, reliable information.

personnel to communicate
effectively with local
population.

Capacity of uniformed
personnel to interpret
information gathered through
local engagements.

Efficient communications
links between mission HQ
personnel and field-level

language skills; availability of
CLAs and/or interpreters.

Rigid hierarchical practices
for sharing information
among mission components.

FHQ/PHQ prioritization of
information-related
requirements in patrol
taskings.
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Comparative advantage

Requirements

Challenges

uniformed units.

Limited internet connectivity
in field locations, limiting
flow of information and
ability to monitor online
activity.

Uneven report writing
capacities.

Information operations
analytical and planning
expertise. Staff officers’
familiarity with
methodologies for analysing
information warfare
techniques of hostile actors
and audience segmentation in
conflict settings complements
expertise from the JIMAC and
strategic communications
component.

Consistent recruitment of
specialized staff officers in
the area of information
operations, for which job
descriptions, and a pipeline of
qualified candidates are
required.

Integration of FHQ analytical
and planning processes into
mission-wide strategic
communications planning.

Limited civilian familiarity
with military information
operations analysis and
planning processes.

OMA recruitment processes
make it difficult to ensure
consistency in expertise of
personnel.

Monitoring the offline
information environment. The
extensive interface between
uniformed personnel and
local populations offers an
opportunity to contrast online
sentiment with offline
perceptions. This can be
particularly valuable when
directed as part of the PKI
cycle using specialized units.

Deployment of specialized
units for local engagement,
and/or regular units with
adequate training.

Adequate language,
communication and
interpretive skills of regular
patrol personnel, or
translation technology.

Integration of MDH
requirements into PKI cycle.

Limited availability of
specialized units.

Heterogeneous language,
cultural and hierarchical
profiles among TCCs/PCCs.

Risks of counter-productive
effects if done improperly.

Documenting and publicizing
security results. Uniformed
personnel are uniquely placed
to conduct and document
POC or other operations that

MSCO personnel deployed
with kinetic operations.

Coordinated planning of

Operations must be effective.

Operational security concerns
associated with sharing prior
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Comparative advantage

Requirements

Challenges

demonstrate tangible mission
contributions to the
population’s security.

kinetic operations with
strategic communications.

information on operations and
safety and security of
communications personnel.

Strategic Quick Impact
Projects. Well-targeted QIPs
and CIMIC activities could
impact local perceptions in
high-risk areas for MDH and
counter negative narratives
spread by hostile actors.

Integration of information
environment analysis with
QIPs planning process.

Rapid turnaround between
identification of
requirements, project

approval and implementation.

Adherence to QIPs policy

Inefficient QIPs/CIMIC
management process.

TCC/PCC control over some
CIMIC decision-making.

Strategic CIMIC. Targeted
outreach by uniformed
personnel to influential
figures, potential spoilers and
high-risk communities offers
opportunities for information
sharing and gathering and
could mitigate risks of
MDH.’

Integration of MDH analysis
into CIMIC planning.

Adequately trained CIMIC
personnel and units, with
appropriate language skills
and/or interpreters.

Effective integration of
efforts with civilian-led
community outreach
coordinated by Field Offices

Inadequate CIMIC policy,
guidance, and training.

Limited availability of CLAs
and/or interpreters.

Inconsistent quality of CIMIC
personnel within infantry
battalions.

Developing essential skillsets in uniformed personnel

MSCOs, Police Strategic Communications Focal Points, and in some cases Information
Operations Officers, do not possess adequate skills and training. Senior mission leaders commonly
complain that staff officers and police personnel with strategic communications responsibilities
are often deployed while lacking basic skills required for the job, such as photography, drafting

7 See Chapter 7 of the 2020 DPO Handbook on the Protection of Civilians in United Nations Peacekeeping for detailed guidance on communicating

with local populations as part of POC activities.
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and language skills. Inconsistency in the quality of personnel deployed to these positions makes it
difficult for civilian strategic communications personnel to rely on the force and police
components as a consistent counterpart in strategic communications over time, as uniformed
personnel rotate in and out, highlighting the need for greater institutional knowledge within units
and uniformed headquarters (see below recommendation on the deployment of continuity
officers).

Moreover, an enhanced approach to information-related functions in the Force and Police
components, in line with the proposed strengthened integration of information operations
capacities in the 2,3,5 and 9 branches, as discussed above, will require increased specialization
among some staff officers, especially information operations personnel and, ideally, a clearer
delineation of skillsets among uniformed personnel with public facing roles, including MSCOs
and CIMIC officers.

Finally, for UN police to maximize their potential contribution to mission-wide efforts to address
MDH, it will be necessary to significantly expand the breadth and substantive focus of information
gathering, analysis, reporting and communications skills deployed to police components. This
should align with the more detailed approach to MDH, to be described in the 2025 update to the
Strategic Guidance Framework for International Policing. These requirements are likely to include
professional profiles that are still emerging in many national law enforcement institutions, and thus
difficult to generate. As a first step in this regard, one or more missions could request that PD
deploy a Specialized Police Team to undertake a specific, timebound project focusing on police
responses to MDH, for example in the run-up to elections. Such an approach could serve as proof
of concept for a stronger police role in mission-wide efforts to address MDH, and could generate
lesson learned and good practices that could be subsequently applied at a larger scale.

Technical tools in FHQs and PHQs

Where speed and agility are of the essence, it is important that military and police components be
able to identify emerging information threats and produce responses in a timely manner, in close
coordination with, and alignment to, mission-wide information integrity and strategic
communications activities. Currently, military and police information personnel have uneven
access to tools that enable monitoring and analysis of the digital information environment and are
often required to produce printed material through a central mission print shop, causing delays that
multiple senior military personnel cited as having caused the mission to lose the initiative in
addressing MDH threats.

,As noted by one Force Commander, it is imperative for peacekeeping missions to have appropriate
technical assets and the authorities at the Force level to seamlessly disseminate information and
project narratives rapidly at the tactical level to inform the local population ahead of adversary's
misinformation campaigns. Currently, all the information and financial authorities are held at the
Mission level. To execute their roles effectively, U-3, U-9 and equivalent police functions need to
have adequate production capabilities in-house, including graphic design software (photoshop,
etc.), colour printing equipment, digital production tools, and related supplies. Where units are
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expected to perform such functions, this equipment should be included in statements of unit
requirements.
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CONCLUSION AND RECOMMENDATIONS

Strengthening the information ecosystem is paramount to mitigating information threats.
Deliberate dissemination of false, misleading and/or manipulated information in peacekeeping
operations presents critical challenges to the credibility, safety, and effectiveness of UN
peacekeeping missions. As this report highlights, addressing these threats requires a systematic
and coordinated approach that fully integrates military and police components into a broader
mission strategy for information integrity. Enhancing uniformed personnel’s ability to analyse,
respond to, and mitigate information risks, requires doctrinal updates, specialized training, and
clearer command structures that empower peacekeeping forces to act swiftly and effectively
through dedicated information operations that are conducted in coordination with civilian-led
strategic communications efforts.

Ultimately, safeguarding the integrity of the information environment is not just a communications
issue but a strategic and operational imperative that directly impacts the success of peacekeeping
mandates to further peace and security. By implementing the recommendations outlined in this
report, DPO can strengthen its ability to make the information ecosystem more resilient, counter
harmful information, build trust with local communities, and enhance the overall resilience of its
peacekeeping missions in complex operational environments.

Policy and doctrine

1. A new concept for information operations. DPO should develop an operational concept
for, and guidance on, information operations in UN peacekeeping missions. As distinct from the
MSCO function, the Information Operations function should cut across military and police
components and could be focused on: 1) analysis of other actors’ actions in the information
domain, including the identification of strategic opportunities and threats that can be acted upon,
as a contribution to mission-wide efforts to analyse the information environment; 2) identification
of strategic and operational entry points to strengthen information integrity, including through key
leader and community engagement, or partnerships with national counterparts to support access to
relevant, reliable and accurate information; 3) tactical-level production of communications and
outreach materials, based on a broader strategic communication strategy, designed to exploit these
opportunities; 4) definition of effective TTPs to apply within the parameters of the Policy on
Information Integrity, including the principles of non-clandestinity, data privacy and protection,
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and the three basic peacekeeping principles. Once produced, concepts for peacekeeping
information operations should be included in Mission Concepts and military and police Concepts
of Operations to tailor these approaches to individual peacekeeping contexts.

2.

a.

Update guidance.

DPO-wide guidance. As they are periodically reviewed, DPO-wide guidance documents (e.g.
the Policies on Planning and Review of Peace Operations; Integrated Assessment and
Planning; Policy on Joint Mission Analysis Centres; Policy on Joint Operations Centres)
should be updated to include, methodologies and processes for systematically considering how
prospective actions may impact the information environment, how the current information
environment could affect them, or how they should be conducted in a manner that mitigates
negative impact and promotes positive effects. The roles of OMA, PD, and military and police
components within these processes should be clarified.

Military and police core and specialised guidance. As they are periodically reviewed, core
military and police guidance documents (e.g. UNIBAM; Force Headquarters Manual; Policy
and Guidelines on Police Command; and the core Police Strategic Guidance Framework,
which will undergo a technical update in 2025, and its associated manuals on engagement
platoons, community-oriented policing, intelligence-led policing, and crime intelligence)
should be updated to incorporate information integrity throughout these documents. Points to
highlight include linkages between the force and police components and mission-wide
processes for analysing the information environment and developing whole-of-mission
responses, notably the Integrated Information Integrity Mechanism,® JMAC and strategic
communications component. Additionally, the Force Headquarters Manual should be updated
to reflect the strengthened integration of information operations capacities into the FHQ
structure, as proposed in this report.

Guidance for specific military and police functions and processes related to the information
domain should be revised to update concepts related to information integrity and incorporate a
more holistic approach to the connections between processes. Key areas of guidance include:

o CIMIC and local engagement. The Policy on Civil-Military Coordination in UN
Integrated Peacekeeping Missions and guidance on other types of military unit engagement
with local populations should be comprehensively revised to incorporate a more central
focus on the information environment and opportunities or constraints for the execution of
mandated tasks. These revisions should ensure CIMIC activities are more strategically
aligned around the objective of impacting the information environment; to clarify and
systematize coordination with civilian functions; and to mainstream CIMIC-related
analysis into operational planning and the assessment of the effectiveness of these
activities. Unit performance assessment frameworks should be adapted to include CIMIC

8 Information integrity mechanism refers to an integrated working group, task force, or other structure that a mission
may put in place to plan, coordinate and ensure unity of effort in dealing with information risks.
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functions.

o Community- and Intelligence-Oriented Policing. Several parts of the Strategic Guidance
Framework for International Policing, including the Guidelines on Police Operations and
the Manual on Community-Oriented Policing, should be updated to better incorporate
information dynamics that affect broad trends in public safety, such as community
cohesion, perceptions of the rule of law and relationships with local and international
security actors. Processes for managing and responding rapidly to that information should
similarly be updated to link them more closely with broader mission processes, notably the
Integrated Information Integrity Mechanism. Guidelines for capacity-building and
development for UN police should similarly be updated to highlight the importance of
developing host state capacities to engage with the information environment.

o Engagement platoons. The Military Unit Handbook on Engagement Platoons should be
updated to enable these units to play a fundamental role in the contribution of military
components to mission-wide efforts to address MDH. The update should bring the
Handbook in line with the DPO Policy in Information Integrity, including by describing
the role of the platoons in monitoring, reporting on and, where appropriate attempting to
influence the information environment by sharing information and engaging strategically
with local actors.

o Military Strategic Communications Officers. The recently finalized Policy on MSCOs
includes updated roles for these positions in analysing the information environment and
linking to whole-of-mission responses. As other military information-related roles and
processes are updated (e.g. a new concept for information operations and the strengthened
integration of information operations capacities into force structures) the Policy may
require subsequent revision.

3. Review of uniformed local engagements. Given the impacts of daily uniformed
peacekeeper behaviour towards local populations on perceptions towards missions, DPO should
review the ways in which military and police units and personnel interact with local communities.
The review should assess the relationship between the manner in which patrols are carried out and
the objectives they are intended to serve. The review should be conducted in an integrated manner
to assess the contribution of patrolling to broader, mission-wide intended effects, such as the
protection of civilians, and complementarity with related mission processes (e.g. Joint
Investigation Teams, Civil Affairs outreach, and Demobilization, Disarmament and Reintegration
programmes). It should assess and make recommendations on doctrine, skills, training, and tools
required to ensure that uniformed local engagement produces the desired effect, such as through
the further deployment of Community Liaison Assistants to better bridge approaches and goals
across military and civilian components in the deep field.

4. Fully operationalise engagement platoons. As foreseen in the UNIBAM, all infantry

battalions should now include engagement platoons, and DPO should take actions to ensure that

they are systematically and meaningfully included within current and future deployments of

infantry battalions. This should include updating existing and future statements of unit
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requirements, where necessary, and working with TCCs to encourage the achievement of gender
parity in platoon personnel. Infantry battalion performance assessment frameworks and processes
should include the assessment of engagement platoons against standards derived from the
Engagement Platoon Handbook.

Authority, command, and control

5. Effectiveness and conduct. Conducting successful activities on the ground is the most
credible and effective approach to influencing the information environment. Efforts to strengthen
the roles of military and police components in addressing MDH must not overshadow the focus
on performance and conduct. Communications and awareness-raising initiatives cannot substitute
effective and responsible peacekeeping performance, or gloss over violations of standards of
professional conduct.

6. Information risks should be integrated into daily operational analysis, assessment,
and reporting to strengthen both operational and strategic decision-making. Below are the
branches that should take action in this regard.

7. Clarify command and decision-making processes for strategic communications.
Building on recent improvements and updated guidance, define clearer lines of authority between
force/police leadership and strategic communications components to ensure consistency in
messaging and rapid responses to information threats.

8. Strengthen the integration of information operations into the force structure. The 2,3,
5 and 9 branches of force, sector and unit headquarters should include capacity to promote
information integrity and manage harmful information. Figure 1 sets out the broad tasks that could
be incorporated into these branches, including: expert analysis on the information operations of
actors and the design of related PKI requirements in the 2-branch, as relevant; the inclusion of
strategic communications and community engagement in the design of operations and the
production of tailored communications and outreach products for individual operations in the 3-
branch; the preparation of effects-based force plans in the 5-branch; and the strategic direction of
local engagement, public information and distribution of communications materials by the 9-
branch, in coordination with mission-wide strategic communications activities and civilian-led
local engagement and outreach processes led by Field Offices.

0. Articulate the roles of military and police components in outreach, community
engagement, and trust-building. This includes strategies on tackling mis/disinformation and
information integrity, as well as mission communications strategies produced by strategic
communications components. Force and police communications plans should provide for the
execution of their roles in communications strategies.

10.  Deploy continuity officers to mitigate knowledge gaps. To mitigate the loss of local
knowledge, ensure consistency and operational continuity, T/PCCs should deploy continuity
officers, expanding a best practice from UNFICYP. Continuity officers would straddle the
deployment of two successive units, and ensure that institutional and contextual knowledge is
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carried over within the unit.

Comparative advantages, capabilities, skillsets, and tools

11. Focus efforts where military and police components have a comparative advantage.
As DPO works to enhance military and police capabilities to address MDH, it should prioritize
areas in which military and police have the potential to contribute complementary value to that of
the civilian components, including verification in the field, access to the offline environment,
specialized information operations capabilities, and CIMIC. Bringing greater clarity and
specificity to the roles uniformed components are expected to play as part of mission-wide
information integrity efforts, and the tasks, tools and expertise required to execute them, will help
strengthen efforts to enhance the effectiveness and monitor performance of these roles.

12. Build capacity of national security actors. UN police should include strengthening
information integrity in capacity building activities for national security actors, in support of
international standards. As it updates the Strategic Guidance Framework for International Policing,
the Police Division should incorporate capacity building support on information integrity for
national law enforcement actors, in alignment with the DPO Policy on Information Integrity.
Police Division and/or mission police components should partner with UNESCO to incorporate
international standards and training framework for law enforcement engagement with MDH.

13. Strengthen pre-deployment and in-mission training. The reinforcement training
package on MDMH is a good start, but ongoing pre-deployment and in-mission training is required
to elevate the baseline knowledge of information risks amongst all uniformed peacekeepers.

14. Enhance training and recruitment of information personnel. Systematize competitive
selection processes for MSCOs and Police Strategic Communications Focal Points, ensuring
personnel have appropriate skills.

15. Expand monitoring and analysis capabilities. As relevant, military and police
components should have in-house access to monitoring and analysis tools that serve their specific
roles within broader mission efforts to monitor and analyse the information environment, such as
analogue and digital radio monitoring, social media trend analysis and network analysis tools.

16.  Strengthen production capabilities. Equipment requirements for U-9 branches and/or
information operations units should include graphic design software licenses, colour printing
equipment and related supplies. Where units are expected to perform such functions, this
equipment should be included in statements of unit requirements and their performance in using
them should be assessed against standards.

17. Develop and deploy specialised units for deployment on an as-needed basis. Where
relevant, missions, in cooperation with PD, should deploy a Specialized Police Team to undertake
time-bound projects to strengthen information integrity or MDH. This could be during high-risk
moments, for example in the run-up to elections, or during drawdowns. The focus of the project
could draw on Member State best practice and could include aspects of monitoring and analysis,
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crisis management, communications, and capacity building, could serve as a proof of concept for
a stronger police role in mission-wide efforts to address MDH. It would generate lesson learned
and good practices that could be subsequently applied at a larger scale.

18. Selection of MSCOs, PSCOs should be based on competitive requirement processes
and strive for gender parity. As required in the Policy on Roles and Responsibilities of Military
Strategic Communications Officers, and has been the case in MINUSCA, MSCOs, PSCOs and
Information Operations Officers should be recruited competitively. To support these efforts DPO
should work with TCCs and PCCs to foster a gender balanced and geographically diverse cadre of
personnel with appropriate skills and training in strategic communications and information
operations. PD, DPET and SCPIS should encourage missions to update the skillset tables
submitted to PD every six months to ensure that appropriate personnel are selected for deployment
to PHQ strategic communications and public information sections.

19. Systematically deploy community Liaison Assistants and interpreters. within all units
that interact with the local population. The value of CLAs to units’ capacity to understand and act
within the local information environment cannot be overstated. CLAs should be attached to all unit
deployments at multiple levels, especially detachments that undertake patrols and other types of
local engagements.

31



ANNEX . THE DPO HQ MDH POLICY AND GUIDANCE ECOSYSTEM

This Annex analyses key policy and guidance materials that provide instructions to military and police components related to MDH.
While not an exhaustive list of relevant documents, this inventory provides a basis for the report’s analysis of gaps and opportunities
to strengthen clarity and consistency in guidance on MDH.

DOCUMENT

APPLICATION TO MILITARY/POLICE MDH

GAPS AND OPPORTUNITIES

Peacekeeping-wide (selected)

Policy on Authority,
Command and Control
in UN Peacekeeping
Operations (2019)

Describes lines of authority and coordination in
mission, including ways in which civilian and
uniformed components should coordinate and
collaborate through integrated organizational
entities and information sharing/coordination
mechanisms.

Directs (para. 37) that field military and police
commanders must coordinate all plans and

activities with Heads of Field Office in their AORs.

Designates (para. 38) Heads of Field Office as
responsible for coordinating joint responses to
crisis situations, though communications are not
explicitly mentioned.

Gap: The policy is largely silent on the role of the
Head of Mission and, through them, the
Director/SCPID and or the COS in directing terms
of communications by the Force and Police
components. For example, while the role of the
Head of Mission includes "political guidance"
(para. 21), it is not clear the extent to which this
extends to authority over public statements,
messaging or material produced or provided by
uniformed components operating under the
command and control of the FC and PD.

Opportunity: Clarify the Head of Mission’s
authority over public messaging generated and
disseminated by the military and police
components.
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Describes (para. 70) standard mission integration
and control arrangements (e.g., SMT, IMAC),
which includes a “Crisis Management Team” but
not a standing function for coordinating
communications. The Crisis Management Team
and working-level Crisis Operations Working
Group are responsible (para. 90) for “ensuring
common messaging" during crisis situations. Since
these arrangements must (para. 87) "reinforce
existing command and control systems and in no
way undermine them," it can be concluded that a
crisis situation does not change authorities
surrounding public messaging.

Requires (para. 41) that the strategic
communications collaborate with mission
information and analysis structures (JMAC, JOC,
etc.), particularly in relation to media and social
media monitoring, but makes no reference to direct
liaison with military and police functions that
conduct media monitoring.

Opportunity: Introduce a strategic communications
and/or Integrated Information Integrity
Mechanism (as described in the DPO Information
Integrity Policy) to standard integration
arrangements, either as a new entity or as part of
the Crisis Management Team and Crisis
Operations Working Group.

Policy on Strategic
Communications and
Public Information
(2017)

Directs (para. 8) that the Chief of Strategic
Communications and Public Information is
responsible for the development and delivery of the
mission communications strategy, including

Gap: The policy is ambiguous on the mechanisms
and authorities through which the Chief of the

strategic communications component is to execute
their responsibilities for providing guidance to the
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narrative and messaging...” including by
“countering inaccurate and/or antagonistic media,
establishing relationships with local communities
and providing timely information on potential
threats.”

Provides (para. 20) that, while the Head of Mission
is the principal voice of the mission, the FC and PC
may be called upon to speak to the media.

Requires (para. 21) that the Head of Mission should
ensure that other components of the mission work
closely with the Chief of SCPI, including the

military and police.

Directs (para. 23.1) that the Chief of the strategic
communications component is responsible for
developing a communications strategy,
implementation plan and means for evaluating
impact.

Describes (para. 235) that the strategic
communications component section is responsible
for mounting “outreach and campaigns,” to build
trust and local support for the mandate and peace

FC/PC, MSCOs/PSCOs and related personnel in
the execution of their public-facing duties and as
part of mission media monitoring activities.

Gap: While the policy requires that the strategic
communications component prepare a
communications strategy and implementation plan,
the level of detail of this plan is not specified,
especially as it pertains to the uniformed
components. This is inconsistent with the
requirement that the strategic communications
component ensure that MSCOs/PSCOs understand
their role in the implementation of the plan.

Opportunity: Clarify the degree to which mission
communications strategies and plans should
include explicit roles for the military and police
components.

Opportunity: Clarify the conceptual and
operational relationship between strategic
communications component “outreach and
campaigns” and that conducted by the military and
police.

Opportunity: Add specific responsibilities for the
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process and promote a culture of sustainable peace.
No mention is made of the role of the police and
military component in these activities.

Notes (para. 24) that while MSCOs/PSCOQOs are
under the command of the FC/PC, commanders
must provide guidance to these officers and ensure
they are “fully briefed on the mission’s
communications strategy and understand their role
in its implementation.”

Requires (para. 36) that the Chief of the strategic
communications component be represented in
mission crisis management arrangements.

FC/PC, requiring them to establish mechanisms
for sharing information from MSCOs/PSCOs,
Information Operations and related functions with
the strategic communications component as part of
its mission-wide responsibility for media
monitoring.

Policy on Information
Integrity in
Peacekeeping Settings
(2024)

Highlights (para. 15.2) the importance of
“integrated effort” and cites the military and police
components as contributing to whole-of-mission
monitoring and analysis efforts.

Enshrines (para. 15.6) the principle that information
integrity efforts shall be “non-clandestine,” defined
as the concealment of activities because they are
illicit and/or inconsistent with the legal framework,
principles, policies, and mandates of United

Opportunity: Promulgate subordinate guidance
describing:

1) an updated conceptual and operational model of
integrated community engagement on
MDH/political issues.

2) a spectrum of communications and outreach
activities that fall within the boundaries of
acceptable activities with the principles of the

35




Nations peacekeeping operations.

Directs (para. 28) that the strategic communications
component shall be responsible, in coordination
with other offices, for conducting daily online
monitoring of the information environment, and
that (para. 29) the military and police components
shall integrate information on MDH into their
reporting chain.

Describes (para. 33.3) that “community
engagement” as a response to MDH should include
activities at the Force/Police HQ and sector levels,
including QIPs.

Requires (para. 35) the establishment of an
Integrated Information Integrity Mechanism that
includes the strategic communications component,
military and police, among others, to be convened
by the COS. The mechanism shall (para 36) agree
on preventive and responsive actions; develop an
integrated mission-wide strategy; and ensure the
preparation of timely analyses and reporting.

Requires (para. 38) that MDH-related threats be
included, where relevant, in the mission PKI

policy; and

3) in coordination with the PKICT, best practices
in information-related PKI requirements
management.
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Requirements Management process.

Directs (paras. 44/45) roles and responsibilities for
the FC/PC in integrating MDH-related measures
into operational plans; ensure that subordinate
entities comply with directives; and ensure
operational readiness of relevant personnel and
units.

Directs (para. 50) that Heads of Field Office shall
convene and coordinate an information integrity
cycle within their AOR.

MILITARY (selected)

Infantry Battalion
Manual, Second Edition
(2020)

As part of the core functions of the infantry
battalion, describes (sec. 2.4.2.5) U/G/S function
“engagement/CIMIC" as ensuring, among other
things, that the military does not negatively impact
the local population and other actors, and that
military operations are not affected by the activities
of others, while contributing to situational
awareness. The activities associated with this
function include engaging with local interlocutors,
observing, and reporting, and identifying actions,
including QIPs that could improve the image of the
UN and its relationship with local communities.

Gap: Among the 16 core tasks of the infantry
battalion described in the manual, none relate
primarily to communications or efforts to shape
the information environment. However, it is
foreseen that units will regularly engage with local
populations and repeatedly refer to the importance
that these interactions be appropriate and effective.
For guidance on this subject, the manual directs
the reader to the 2013 DPO Policy on Civil-
Military Coordination in UN Integrated
Peacekeeping Missions (see below).
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Describes (sec. 3.6) engagement platoons,
embedded within the combat support company, as
responsible for mapping the demography of the AO
in order to identify vulnerable areas and at-risk
populations. The platoons should be made up of at
least 50% women and are expected to attach to
infantry companies to participate in patrolling. The
platoon should contribute to the report of the
infantry company commander and also produce its
OWN Teports.

Policy on Civil-Military
Coordination in UN
Integrated

Peacekeeping Missions
(2022)

Provides guidance to military commanders, staff,
and contingents on the execution of CIMIC
activities at the operational and tactical levels.

Requires (para. 10.2) that military CIMIC
personnel develop a “comprehensive

civilian operational picture” to support planning
and the conduct of military operations in the
mission. However, the description of this picture
focuses primarily on threats and opportunities for
safety and security and the protection of civilians; it
does not specifically refer to the information
environment, nor potential impacts on perceptions
of the mission and resulting opportunities or
constraints for the execution of mission tasks or

Opportunity: The policy, and concepts for CIMIC
in peacekeeping operations more generally, could
be updated to incorporate a more central focus on
local perceptions and the information
environment, and the orientation of CIMIC
activities more strategically around the objectives
of impacting these dynamics.
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mandate.

Requires (para 10.2.5.4) that military personnel
coordinate and liaise with MSCOS and PSCOs and
that all military information campaigns must be
coordinated via MSCO or the SCPI.

Policy on Roles and
Responsibilities of

The policy sets standards and clarify roles and
responsibilities for military

Opportunity: The recently finalized Policy on
MSCOs includes updated roles for these positions

Military Strategic . . .. in analysing the information environment and
Communications ofﬁce?rs performing strategic commumcaﬂons linking to whole-of-mission responses. This
Officers.] functions at both Headquarters (UNHQ) and in presents an opportunity to address skill and

the field. It outlines the critical role of strategic training shortages that previously created

communications in the conduct of UN challenges and weakened the link between

peacekeeping operations, describing proactive and | strategic communications and force/police

consistent communication as critical for protecting | components.

civilians, managing expectations on a mission’s

role, responsibilities and capabilities, managing

reputational risks, addressing MDH, encouraging

respect for international humanitarian and human

rights law, and promoting the tangible impact of

mission activities on the communities they serve
UN Peacekeeping Describes the process for linking various types of | Opportunity: While the tasks assigned to various
Missions Military sensors deployed by a military component to a types of units that form part of the PKISR
Peacekeeping- centralized intelligence cycle for managing the organization are implicitly tasked with gathering
Intelligence, tasking of these sensors and the analysis of and analysing information on the information

Surveillance and

information they gather in service of decision-

environment at various levels, this could be made
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Reconnaissance
(PKISR) Manual, First
Edition (2022)

making by mission leadership. The PKISR unit
organization is intended to be integrated into either
a FHQ or Sector HQ.

Among the capabilities and tasks described (sec. 2)
as making up a PKISR organization, several
comprise direct or indirect interaction with local
populations and the information environment,
including:

Long Range Reconnaissance/Surveillance Units
(para.2.2), whose tasks include “human terrain
reconnaissance;”

Tactical Human Peacekeeping-Intelligence (HPKI)
Units (para. 2.5), whose tasks include the
identification of attitudes and intentions of potential
or actual threats, liaison operations to build rapport
with, and exchange information with local security
forces and civilian actors, to develop HPKI sources,
to glean information from documents and media,
and to verify information gained from other PKI
sources, and to conduct Open-Source
Peacekeeping-Intelligence (OPKI).

more explicit and detailed in the manual, though
subsequent training modules on the subject have
already seized this opportunity.
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Performance Standards
for Military
Peacekeeping-
Intelligence,
Surveillance and
Reconnaissance Units
(2022)

Describes standards and indicators for PKISR Unit
functions as described in the above policy.

As part of the unit’s situational awareness function,
the unit is expected (standard 1.1.3) to demonstrate
an awareness of the “information terrain” in its
AOR, including means of online, offline and in-
person communications amongst the population;
channels for information among key individuals;
and communications preferences among different
groups.

OMA Directive on the
Integration of Strategic
Communications within
the Branches of Military
Components (2023)

Provides guidance on the integration of strategic
communications activities within the military
component, and their alignment to mission-wide
communication strategies. It serves as instructions
for the development of Force Communications
Strategies.

Emphasizes (para. 2), in accordance with the DPO
guidelines on the Role of the Head of the Military
Component (HOMC) in a UN Peacekeeping
Operation, that the HOMC should support the
following activities, among others: include
“communications domain” in all force briefings,
covering trends in MDH and the integration of
strategic communications considerations in
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operational planning; ensure that the FHQ strategic
communications/information operations focal point
participates in mission-wide MDH working groups;
ensure strong collaboration between military and
civilian strategic communications personnel.

U-2s are expected (para. 4) to integrate MDH and
local perceptions into their analysis; work
collaboratively with JMACs/Strategic
Communications personnel/MSCOs on early
warning of MDH-related trends, using an agreed-
upon methodology for alerts; and understand and
communicate the extent of capabilities and
limitations in accessing different types of local
communications and perceptions information;
undertake media monitoring and analysis; identify
key influencers and opinion leaders.

U-3s are expected (para. 5) to prepare narratives to
be conveyed during patrols and other operational
activities, which should “be shared

with the Mission Strategic Communication
Section/Spokesperson for clearance;” and measure
the impact of the force’s use of strategic
communications tools using pre-defined indicators.
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U-9s are expected (para. 9) to collect information
on local perceptions through various means;
provide advance notice of force activities to the
strategic communications component in the event
that these activities can be documented and
disseminated; share information on perceptions,
including hostile sentiments, with the U-2, U-3 and
MSCO.

MSCOs are expected (para. 10) to establish a
system for regular exchange with the strategic
communications component to ensure disciplined
messaging and contribute to overall

communications efforts; prepare/support narratives
to be used by the force (in coordination with
Information Operations, where deployed),
following instructions from the strategic
communications component; participate in mission-
wide MDH coordination mechanisms; and develop
an action plan identifying roles and responsibilities
for the execution of the Force Communications
Strategy.

POLICE (selected)

Policy on United As the preeminent document of the UN Strategic Gap: Relevant parts of the Strategic Guidance
Nations Police in Guidance Framework for International Policing, Framework need to highlight the importance of
Peacekeeping this policy sets out the objectives, organization and | using community-oriented and intelligence-led
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Operations and Special
Political Missions
(2014)

tasks of UN police components. Among these tasks
is “monitoring, advising and mentoring," (para. 84),
which focuses on observing and reporting on the
capacities and activities of national police services.
The section does not explicitly mention the
monitoring of local perceptions of and relationships
with national police.

The policy lists (para. 110) “community
engagement” as a precondition for effective
delivery. The component is required to develop a
communications strategy, recruit local staff and
engage local stakeholders.

policing approaches to counter MDH threats and
to emphasize the development of the host state
capacities to do so.

Guidelines on Police
Operations in United
Nations Peacekeeping
Operations and Special
Political Missions
(2015)

Providing further guidance on the
operationalization of the above policy, the
Guidelines identify key mechanisms, arrangements,
and processes for carrying out policing functions.

One of the police component’s key organizational
structures is the Criminal Intelligence Unit (CIU)
(para. 24), which is a service provider to the JMAC.
Depending on the size of the component, the CIU
may only be established at the PHQ level.

The Guidelines define (para. 30) community-

Gap: The concepts for community-oriented and
intelligence-led policing need to permeate all
aspects of police component activities aimed at
countering the mis/disinformation and hate speech.
In an integrated mission in countries with high
levels of insecurity and low state capacity, it is
inevitable that local perceptions of criminality will
be closely linked to other sources of insecurity. A
renewed emphasis on both information gathering
and community engagement on the basis of
community-oriented and intelligence-led policing
is necessary.
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oriented policing, as a key strategy consisting of
consulting actively with communities; responding
to their needs; mobilizing communities in support
of public order and the rule of law; and solving
recurring problems. To consult with communities,
police components are expected (para. 35) to assign
officers of both sexes to a given patrol area for no
less than six months; create a consultative
committee in each patrol area; and regularly share
crime information with these committees. The end
goals of community-oriented policing (para. 42)
include "calming a disenfranchised society," to be
measured by analysing local perceptions about
police maintenance of security and public order,
and "mutual respect."”

The Guidelines define (para. 44) intelligence-led
policing, a second key strategy, as being primarily
focused on information of criminality in the AOR.

Manual on Community-
Oriented Policing in UN
Peace Operations (2018)

The Guidelines, which provide further guidance on
the operationalization of the community-oriented
policing strategy described in the above Policy and
Guidelines, note (para. 6.14) that the approach can
help align community expectations to the
capabilities of the police, building a shared
understanding of “when” and “why” police might
or might not be expected to intervene, which can
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build mutual respect.

Guidelines on Police-
Capacity Building and
Development (2015)

The Guidelines provide further guidance on the
operationalization of UN Police national capacity
building functions, including the provision of
advice to national law enforcement actors (para 17)
on “how to assess and what to assess,” highlighting
the action cycle as assessment, monitoring and
evaluation.

Gap: The guidance on “assessment” covers five
priority areas, which could be updated to add the
information environment as a sixth.

Policy on Formed Police
Units (2016)

The Policy provides comprehensive guidance on
the operations of FPUs, including their role
(para.42) in the collection, assessment and analysis
of intelligence for planning, which is heavily
focused on criminal-related activities.

Gap: Given that FPUs frequently rotate personnel,
they face challenges among police personnel in
maintaining situational awareness and rich
understanding of the operation environment,
including the information environment. As FPUs
are deployed in complex and challenging mission
settings, an enlarged scope of information
collection and processing to include MDH, under
proper guidance, will enhance its contribution to
the police component’s role in understanding and
addressing MDH.
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ANNEXII. LIST OF CONSULTATIONS

UN Department of Peacekeeping Operations

USG

ASG/OROLSI

ITS

MILAD

POLAD

DPET, including Director, PBPS Chief, POC and Civil Affairs
OUSG Gender Unit

DPET/OMA SFGCPC

MINUSCA 10T, including MINUSCA, MINUSMA (former), MONUSCO,
UNMISS/UNISFA, UNTSO/UNDOF, UNMIK and UNIFIL

OMA, including Chief of Staff, AT, CMOS, FGS, MPS, PDT, MPET and Strategic
Communications Focal Point

OMA Strategic Review Team

OPSP

PD, including the SPC, SPDS and SOCU

PKICT

SCS

UNOCC

CPAS

DPO/DPPA, Security Office for Coordination and Shared Services Focal Point

UN Mission Personnel

Former SRSG, MINUSMA

Former Force Commander, MINUSMA
Former Chief JOC, MINUSMA
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Former Chief JMAC/Head of Field Office Kidal, MINUSMA

Former Head of Field Office Mopti, MINUSMA

Former Spokesperson, MINUSMA

MSCOs of MINUSCA, MINURSCO, UNIFIL, UNMIK

Strategic communications components of MINUSCA, MONUSCO and MINURSO

UN Member States, Offices, Agencies, Funds and Programmes
C-34, including MILAD and POLAD communities

OHCHR

UNESCO

UNDSS

DGC

Non-UN Stakeholders
ICRC

NATO

NUPI

Stimson Centre

MONUSCO

(Kinshasa)

Joint Human Rights Office
Office of Chief of Staff

Office of the Force Commander
Political Affairs Division
Spokesperson

Strategic Communications and Public Information Division
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Strategic Planning Unit

(Goma)

Force Commander

Deputy Police Commissioner

Head of Field Office, Goma

Civil Affairs Section

FHQ Information Operations Team
FHQ staff, including U-2, U-3, , CIMIC
PHQ staff

Police Sector Chief

Public Information Office

Radio Okapi

(Beni)

Deputy Commander, FIB

Head of Field Office, Beni
Commander, FIB Tanzanian Battalion and staff
Civil Affairs Section

FIB HQ Staff, including G-2, G3, G-9
Gender Unit

Indian FPU Commander and staff
Local journalists and influencers
UNMO Sector Commander and staff
Public Information Office

Political Affairs Section

UNPOL Liaison Officer to FIB HQ
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ANNEX Ill. GLOSSARY

AOR
ASG
AT
C-34
CIMIC
CIU
CLA
CMOS
CPAS
COB
COS
DCOS-Ops
DPET
DPO
FCOS
FGS
FHQ
FIB
FPU
ICRC
ITS
IMAC
JOC
MICM
MDH
MILAD

Area of Operations

Assistant Secretary-General

OMA Assessment Team

General Assembly Special Committee on Peacekeeping Operations
Civil-Military Cooperation

Criminal Intelligence Unit

Community Liaison Assistant

OMA Current Military Operations Section

Comprehensive Planning and Performance Assessment System
Company Operating Base

Mission Chief of Staff

Deputy (Military) Chief of Staff for Operations

DPO Policy, Evaluation and Training Division

UN Department of Peace Operations

Force Chief of Staff

OMA Force Generation Service

Force Headquarters

Force Intervention Brigade

Formed Police Unit

International Committee of the Red Cross

DPO Integrated Training Service

Joint Mission Analysis Center

Joint Operations Center

Mission Peacekeeping-Intelligence Coordination Mechanism
Mis/Disinformation and Hate Speech

DPO Military Adviser
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MINURSO UN Mission for the Referendum in Western Sahara
MINUSCA UN Multidimensional Integrated Stabilization Mission in the CAR
MINUSMA UN Multidimensional Integrated Stabilization Mission in Mali
MONUSCO UN Organization Stabilization Mission in the DRC

MPIO Military Public Information Officer (now MSCO)

MPS OMA Military Planning Service

MSC UN Security Council Military Staff Committee

MSCO Military Strategic Communications Officer (formerly MPIO)
OHCHR Office of the UN High Commissioner for Human Rights
OMA DPO Office of Military Affairs

OPKI Open-Source Peacekeeping Intelligence

OPSP DPO Office for Peacekeeping Strategic Partnership
OROLSI DPO Office of Rule of Law and Security Institution

PCC Police-Contributing Country

PD DPO/OROLSI Police Division

PDT OMA Policy and Doctrine Team

PHQ Police Headquarters

PI1IO Public Information Officer

PKI Peacekeeping-Intelligence

PKICT Peacekeeping-Intelligence Coordination Team

PKISR Peacekeeping-Intelligence, Surveillance and Reconnaissance
POC Protection of Civilians

POLAD DPO Police Adviser

PPIO Police Public Information Officer (now PSCO)

PSCO Police Strategic Communications Officer (formerly PP1O)
QIP Quick Impact Project

QRF Quick Reaction Force

ROE Rules of Engagement
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SCPI

SCS
SFGCPC
SIOC
SMT

SPC
SRM
SUR
TCC

TTP
UNESCO
UNDSS
UNIBAM
UNMO
UsSG

Strategic Communications and Public Information

Strategic Communications Section

DPO Strategic Force Generation and Capability Planning Cell
Security Information and Operations Center

Senior Mission Team

Standing Police Capacity

Security Risk Management

Statement of Unit Requirements

Troop-Contributing Country

Tactics, Tools and Procedures

United Nations Educational, Scientific, and Cultural Organization
UN Department of Safety and Security

UN Infantry Battalion Manual

UN Military Observer

Under-Secretary-General
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